
◆ Connected between modem and PC
(RS-232-C COM interface)

◆ Automatic key generation for secure 
data transmission

◆ Integrated high-quality physical 
random number generator

◆ Powerful encryption algorithm
◆ Simple configuration via terminal 

program
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The ¸SITMinisafe2 is connected 
between the PC (COM interface) and 
the modem. Device configuration and 
key management can be performed via 
any terminal program, which makes the 
device independent of the user platform 
and operating system. Data is auto-
matically encrypted before transmis-
sion and decrypted by a second 
¸SITMinisafe2 at the receive end. 
The system has been designed based on 
German and European information 
technology security (ITSEC) criteria.

Performance and functions

The device automatically encrypts and 
decrypts transmitted data up to 
115200 bit/s in full-duplex mode. The rate 
of the incoming data from the COM inter-
face is automatically detected in a range 
from 1200 bit/s to 115200 bit/s. In addi-
tion, a fixed transmission rate can be set. 
The device supports hardware hand-
shake and the standard protocol with 
8 bits, no parity and 1 stop bit.

The ¸SITMinisafe2 can be used 
immediately, i.e. no expertise in 
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cryptology is required. The entire crypto 
process (encryption algorithm, key 
management and safety functions) auto-
matically ensures high-security data 
transmission and the protection of sensi-
tive data. A built-in physical random num-
ber generator automatically creates data 
transmission keys of utmost quality. It is 
also possible to transmit plain data.

Encryption algorithm

Encryption is implemented by means of a 
powerful, highly secure algorithm using a 
stream cipher (RC4-compatible). The key 
length is 128 bits.

Key management

Various keys are available to protect the 
data transmitted via modem as well as all 
sensitive information in the device:

◆ The session key (128 bits) encrypts 
the data to be transmitted. For each 
call, a new session key is created by 
the random number generator and 
quality-tested.
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◆ The ComSecKey (CSK, 128 bits) 
encrypts the session key for transmis-
sion to the peer station. Encryption 
takes place during call setup. All 
¸SITMinisafe2 devices taking 
part in a communication must use an 
identical CSK. The character string is 
stored in encrypted form and can be 
varied only upon entering a personal 
identification number (PIN). The PIN 
can be changed; it is likewise stored 
in the device in encrypted form.

◆ The device key (128 bits) encrypts all 
sensitive data in the device. It is a 
sequence of random numbers unique 
to each device and created with a 
random number generator during 
production. The device key is stored in 
the microcontroller such that it can-
not be read and is protected against 
manipulation.
General data

Power supply from plug-in power supply 
(6 V to 9 V, 70 mA)

Dimensions 100 mm × 55 mm × 16 mm
System requirements COM interface (RS-232-C),

terminal program
Language options English and German
Ordering information

¸SITMinisafe2 3534.4360
Equipment supplied ¸SITMinisafe2, power supply, 

connecting cable, operating manual
he owners · Printed in Germany (Pe bb)
ts is not binding · Subject to change 


